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Computer Security Incident Response Team

* Tym pro koordinaci reseni bezpecnostnich incidentu
e Ugel:
* Incidentresponse & incident handling
* VV\yhodnoceni, profiltrovani
* Vyfizeni (pfedanispravcdm konkrétnisité)
* Odpovidani, archivace
* Proaktivni ¢innost (analyza dat)
* Souvislostivramci univerzitnisité

e Podporaspravcu univerzitnisité



Praktickd realizace

* 3 zaméstnanci UVT
e Vladimir Horak
* Michal Vocl
* Jan Visek

* Tydennisluzby, béhem pracovni doby
* V pilotnim provozu od kvétna 2015 (330 dni)

 Kontakt a hlaseni incidentu

e abuse@cuni.cz
e 224 491 235
* http://csirt.cuni.cz




Prostredky

* Ticketovaci systém (OTRS)

* NetFlow na rozhrani PASNET/CESNET

* Invea FlowMon, ADS
 CESNET FTAS

* Nessus
* CESNET Warden/Mentat



Formalni ustanoveni CSIRT-CUNI

* Pravidla provozovania uzivani pocitacové sité Univerzity Karlovy

e Registrace u narodniho centra kybernetické bezpecnosti podle zakona
¢. 181/2014 Sb

e Ustanoveni CSIRT-CUNI v ramci reseni projektu FR CESNETu



Projekt FR CESNETu:

Vytvoreni bezpecnostniho tymu CSIRT (CSIRT-CUNI pracovisté),
vybudovani monitorovacich systému pro podporu reseni
bezpecnostnich incidentu a detekci anomalii v datovych sitich
Univerzity Karlovy v Praze, zapojeni Univerzity Karlovy do systému

pro sdileni informaci o detekovanych bezpecnostnich udalostech
Warden (http://warden.cesnet.cz).



Cile projektu

* \Vytvoreni CSIRT tymu
* Pilotni detekce anomalii systémem FlowMon ADS
* Detekce zranitelnosti systémem Nessus

* Provazani se systémem Warden



Prehled incidentu behem pilotniho provozu

* Pilotni provoz od kvétna 2015 (330 dni)
e 1261 ticketl/incidentu
» 8 zadosti policie o informace



PocCty incidentu podle siti
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ETF 2 KOLEJE-UVT | 824 LFHK 1 uJoP 66
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73 tickett - sluzby zneuzitelné k DDoS utoku

SNM SSDP  DNS

3% A% 7%

M DNS

® NetBIOS
B NTP

“ SNMP

M SSDP

NetBIOS
68%




24 ticketu - zranitelnosti

W ostatni

B CMS

¥ DROWNATTACK
" IP4/6 ports

H [PMI

M printer

B SCADA

W XSS

H bash




Ukazky z nastroju

* NetFlow na rozhrani PASNET/CESNET

* Invea FlowMon, ADS
* Nessus
e CESNET Warden/Mentat



2 Vyhledavaci kritéria

@ Udalosti 0d [2016-04-12 17:17 Do [2016-04-1317:17 | @ “Reset |
Perspektiva | yk 4 | Zdroj NetFlow | pefault

“~

1% Reporty

X Konfigurace Prehledovy graf JILEILEY]

Obecna nastavenf @ Provoz die tokd

Provoz na siti

3.50K
@ O aplikaci
3K | Baﬁ
2.50K
. 2K Pak
>
é 1.50 K
e Il Vysoka priorita
Il Stredni priorita
500 Nizka priorita
Il Legitimni provoz
0.00
20:00 0:00 4:00 8:00 12:00 16:00
Statistika provozu (2016-04-12 17:17 - 2016-04-13 17:20)
v Priorita Toky Prameér tokd Bajty Primér bajtl Pakety Primér paket(
v! |l Vysoka priorita 144.6 K toku 1.668 toki/s 823.9 MiB 9.7 KiB/s 3.9 M paketd 45.5 paketl/s
7! |l Stfedni priorita 0.0 tokd 0.000 toki/s 0.0B 0.0B/s 0.0 paketd 0.0 paketi/s
v Nizka priorita 0.0 toku 0.000 toki/s 0.0B 0.0B/s 0.0 paketd 0.0 paketi/s
7! | Legitimni provoz 150.3 M toku 1.733 K toki/s 11.7 TiB 141.3 MiB/s 12.0 G paketd 138.2 K paketl/s

[ [Cebowproz | 150.4Mtki | 1.735Ktoki/s| 17T | 141.4MB/s| 120G paketd | 138.3 K paketi/s)
10 nejprioritnéjsich typd udalosti (8404) B [LP AT LIELETTHILE )R e k)]

2016-04-12 17:17 - 2016-04-13 17:17

=1 Malware infected device. (MALWARE) 9 hrozeb
E | g 78.128.185.86 (...) 1 hrozeb
= |_Event count: 2
Cas: 2016-04-13 17:04:46 - 17:05:00, Neuzaviena
Zdroj
Typ Casova
# Zdroj udalosti Detail = :::Flow Cile
Known botnet command & control center, 2016-04-
9 e 78.128.185.86 BLACKLIST attempts: 4, uploaded: 556.00 B, 13 Default ¢ fmm 195.16.127.102
() downloaded: 0.00 B, frequently used port(s): 17:10:56 (==
80. :10:
Known botnet command & control center, 2016-04-
2 e 78.128.185.86 BLACKLIST attempts: 3, uploaded: 404.00 B, 13 Default ¢ 195.16.127.102
(el) downloaded: 0.00 B, frequently used port(s): 17:05:00 =)
80. :05:
Known botnet command & control center, 2016-04-
3 b 78.128.185.86 BLACKLIST Attempts: 1, uploaded: 52.00 B, 3 Default = > imm 195.16.127.102
downloaded: 0.00 B, frequently used port(s): 17:04:46 (ko)
80. :04:




0S: Microsoft Windows Server 2003

Results Summary

Critical High Medium Low Info Total
2 7 2 31 49
Results Details

B 34729 - Microsoft Windows Server 2003 Unsupported Installation Detection [-/+]
B 25220 - TCP/IP Timestamps Supported [-1+]
B 12053 - Host Fully Qualified Domain Name (FQDN) Resolution [-/+]
B 11936 - OS Identification [-/+]
B 54615 - Device Type [-/+]
B 45590 - Common Platform Enumeration (CPE) [-/+]
B 65334 - Patch Report [-/+]
B 19506 - Nessus Scan Information [-/+]

B 10287 - Traceroute Information [-1+]

10079 - Anonymous FTP Enabled [-1+]

45112 - FileZilla Server < 0.9.31 Denial of Service [-/+]
B 34324 - FTP Supports Cleartext Authentication [-/+]
B 11219 - Nessus SYN scanner [-+]
B 22964 - Service Detection [-/+]
B 10092 - FTP Server Detection [-+]

80/tcp

B 53987 - PHP Unsupported Version Detection [/+]
0 50069 - Apache 2.0.x < 2.0.64 Multiple Vulnerabilities [-/+]
0 68914 - Apache 2.0.x < 2.0.65 Multiple Vulnerabilities [-/+]
I 57537 - PHP < 5.3.9 Multiple Vulnerabilities [-/+]
0 58966 - PHP < 5.3.11 Multiple Vulnerabilities [-/+]



,‘D Mentat & Viadimir Horék ® Logout © Help
# Home
@ Group dashboards < Reports
Reports
A Q Report ID or type, abuse contact ¢ |From:| YYYY-MM-DD HH:MM:S |To:| YYYY-MM-DD HH:MM:E
Alerts

Ll
& Event library

¥+ Whois Displaying items 1 to 30 (30 items of 2,295 total) | Page 1 of 77
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¥ Group management <
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0 & (L] =
1 &k [M =2
12 h[M =
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14 & [H] =

Time period * -

2016-04-13 08:00:00

2016-04-13 10:00:00

2016-04-13 06:00:00

2016-04-13 08:00:00

2016-04-12 02:00:00

2016-04-13 02:00:00

2016-04-12 08:00:00

2016-04-12 10:00:00

2016-02-01 15:20:00

ReportID “ .

M20160413EM-ykMAI

M20160413EM-0QRuV

M20160413EM-mBVJG

M20160413SM-4BVvNS

M20160413EM-nmm7H

M20160413EM-hcYVk

M20160413SM-xI0uU

M20160413EL-SLZ1R

M20160413EL-X0IuK

M20160413SL-ZVENV

M20160412EM-nNG8d

M20160412EM-dBsIQ

M20160412EM-loME3

M20160202EH-dJZ0E

Abuse contact

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

abuse@cuni.cz

Node

A [ 78.128.196.57

A [T 78.128.196.246

A [ 78.128.196.124

A [ 78.128.196.57 (3 total)
A [ 78.128.173.147

A [ 78.128.160.7

A [ 78.128.173.147 (2 total)
A == 78.128.166.140

A = 195.113.20.68

A 22 195.113.20.68 (2 total)
A [ 78.128.196.229

A [ 78.128.195.235

A @ 195.113.40.5

y 195.113.53.91
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) Mentat

# Home

@ Group dashboards
Reports

A Alerts

& Event library

<+ Whois

% Group management

Reports

Report detail

Home / Reports / Detail

Severity Abuse Created

Report M20160413EM-ykMAI [k © 2016-04-13

Unprotected access: https://mentat-hub.cesnet.cz/mentat/unauth/report abuse@cuni.cz 10:07:45

/ID8HXqYMGZtFVK8HGpPA3

Report timing Report magnitude

Time 2016-04-13 08:00:00 - 2016-04-13 10:00:00 (2h) Event count 1 (1 entered filtering, O blocked, 0 thresholded)
period

IP count 1 unique IP address
Report 2016-04-13 10:07:45 | Report mailed to abuse

sent contact ‘abuse@cuni.cz' Diversisty 1 analyzer, 1 category

Delay 7m 45s

[EJ Report message

VaZzeni kolegové,

detekéni systémy CESNETu zaznamenaly nasledujici problém(y) souvisejici s Vasim
rozsahem IP adres nebo Vasi doménou (uvedené ¢asy jsou lokdlni):

[1] Hl4dseni o strojich poskytujicich sluzbu UDP NETBIOS Name Service, které
1ze zneuzit k Gtokdm typu DDoS (Scan NETBIOS):

* Analyzer: SSERV
* Popis: Scan NETBIOS
* Kategorie: Vulnerable.Config

P | Cas | # uddlosti

78.128.196.57 | 2016-04-12 03:45:25 - 2016-04-13 09:51:13 | 1

* Celkem 1 uddlost, 1 unikatni IP adresa

& Vladimir Horak ® Logout © Help

Actions
Download report data in JSON

Download report data in CSV

Report menu

Report message
Report statistics
Applied filters

Last 30 viewers



